
10 TIPS TO MAKE YOUR 

FACEBOOK ACCOUNT SAFER 
Help better safeguard your Facebook profile with these 10 quick tips, 

taken from the Sophos security blog at http://nakedsecurity.sophos.com 

 

1. Make sure only your friends can see your profile 

You wouldn't just go up to a stranger in the street and start telling them about your life, so 
why would you want them to see your Facebook profile?  

Click on the cog icon that you see in the top right hand corner of the screen. Then click 
Privacy Settings. 

 

Click Privacy - the third option down in the left hand pane. 



 

You are now in the Privacy Settings and Tools area of Facebook. From here you can control 
'Who can see my stuff?' 

 

By editing 'Who can see your future posts?' you will be able to choose exactly who gets to 
see your future updates. 



 

Choose from: 

• Public (which obviously means everyone) 
• Friends 
• Only you 
• Custom (which allows you to limit some of your friends from seeing your posts) 

Pick what's best for you, but make sure 'Public' isn't selected. Whatever you choose will then 
become the default every time you post an update (though you still have the option of 
selectively changing this for each individual update you post in the future). 

If you want to limit old posts that you may have made available to everyone or friends of 
friends then you can do this individually in the Activity Log, or you can choose to 'Limit the 
audience for old posts on your timeline'. This will change everything you've ever posted to 
only be seen by your friends. 

 

2. Control who can contact you on Facebook 



The second part of the Privacy Settings and Tools section allows you to select who can 
contact you. 

 

By default this is set up to allow friends and people you may know the opportunity to send 
you a message to your inbox. 

If you want only friends to be able to contact you, you can increase the filtering on your 
inbox. Other messages will then be diverted to your 'other' folder which you can access from 
your Messages screen. 

 

Additionally you can limit who can send you a friend request. By default, anyone can try to 
befriend you on Facebook, but if you'd rather limit that a bit you can change it so only friends 
of your friends can add you as a friend: 

 

3. Limit who can discover your profile based on your email address and/or 
telephone number 

The final option from the Privacy Settings and Tools screen allows you to control who can 
find you using your email address or telephone number.  

Under 'Who can look me up?', click Edit next to the line that says 'Who can look you up 
using the email address or telephone number you provided?' 



 

Change the setting to 'Friends of friends' or 'Friends' only. 

4. Set up login notifications 

Facebook can send you an alert every time someone accesses your account from an unknown 
computer or other device, enabling you to receive a warning that someone has gained 
unauthorised access to your account.  

Still under Privacy Settings, click the second option in the left hand pane. 

 

Click Edit next to login notifications and choose whether you want to receive an email or a 
text message/push alert. Click on Save Changes. Login notifications are now active. 



 

5. Turn on login approvals 

Every time you access your account from an unknown browser you can get Facebook to send 
a code to your phone which you will then need to use to login. 

Next to 'Login approvals', click Edit. Then tick the box to 'require a security code to access 
my account from unknown browsers'. Click Save Changes. 

 

Click Get Started. Facebook will then take you through the process of setting up login 
approvals. 

Note, you'll only need to use a code whenever you login from somewhere new so if you 
always use the same browser and phone you will not need to verify your identity every time. 
It does makes it much more difficult for a hacker to get into your account from elsewhere, so 
it's a great thing to enable. 

6. Stop search engines from indexing your profile 

Facebook's great for keeping in touch with friends and family but you might not want just 
anyone finding your profile via Google or other search engines. Here's how to fix that: 

Click on the cog icon at the top right of your screen and then click Privacy Settings. 



 

Now that you are in the Privacy Settings and Tools area of Facebook, find 'Who can look me 
up?' and the setting that says 'Do you want other search engines to link to your timeline?' 

 

This is likely on by default, so click Edit and then remove the tick from the box which says 
'Let other search engines link to your timeline'. 

 

Note: It may take a bit of time for search engines to stop showing the link to your timeline in 
their results so don't expect it to disappear immediately from search results. 

7. Block someone on Facebook 

Just as in real life, some people on the web can prove challenging for a number of reasons. If 
you don't want someone to see your profile or things you write on Facebook, you can block 
them – and here's how to do just that. 

Click on the padlock icon that you see in the top right hand corner of the screen. Now click 
on How do I stop someone from bothering me? 



 

Now either enter a name or email address and click Block. 

 

The person you block won't get any notification that they've been blocked and they will now 
no longer be able to initiate conversations with you or see anything that you post on your 
timeline either. 

8. Public computer? Use a one-time password 

If you would like to use Facebook from a public location, such as a computer in an internet 
cafe or library, you can use a one-time password to access your Facebook account, keeping 
your actual password safe. This password is sent to you by text message and will expire after 
20 minutes. 



Note: you do have to link your mobile number with your Facebook account in order to use 
this function. 

All you need to do is send "otp" as a text message to the number listed next to your country 
and mobile carrier on the one-time password list on Facebook. If you're in the US, you can 
send the same message to 32665. Unfortunately, it isn't available everywhere, and the number 
of countries and carriers is fairly limited at the moment. 

After you've sent the message, you will receive a reply from Facebook with your OTP, a one-
time password of eight characters (or with instructions on how to link your mobile to your 
Facebook account). 

You can now login to Facebook in the normal way, substituting this temporary password for 
your regular one. 

*Always* remember to sign out of Facebook once you are finished, especially if you are 
signed in on a public computer. If you do leave your account signed in the next person to use 
the computer will have access to it, even without your password. 

→ Even though we've just showed you how to use OTPs, we recommend avoiding public computers, such as those in 
libraries and internet cafes, as much as your digital lifestyle will permit. At the least, work on the (admittedly 
pessimistic) assumption that anything you type in or view on screen may be sent to cybercrooks, and stick to things 
you don't mind being public. 

9. Block an app from accessing your information 

If you already have an app installed on Facebook but you now want to prevent it from 
accessing your personal information then blocking it is quite simple. 

Click on the cog icon found at the top right of the screen and then click on Account Settings. 

 

Look to the left pane and click on the fifth option from the top; Blocking. 



 

Then look for the last option - Block apps. 

 

All you need to do is put in the name of the app you want to block and then press enter. 

10. Remove something from your timeline 

If you or someone else has put something on your timeline which you want to remove, it's 
pretty easy to do. 

Firstly, navigate to your timeline and find the story you wish to block from appearing. Next, 
move your mouse to the top right corner of the story and you will see what looks like an 
arrow head appear. Click on that and you'll be shown a box. 

You now have two options here. You can either choose to Hide from timeline which will stop 
the post from showing on your page (but it will still appear in newsfeeds and search). 



 

Or you can remove it completely by clicking on Delete. 

 

 

 


